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• The Romanian Energy Center is a non-governamental
and non profit Association representing the interest of 
state-owned and private companies operating in the 
Romanian Energy Market, in relation with EU and 
National Institutions;

Romanian Energy Center - CRE

• CRE contributes to European decision-making with the 
aim of encouraging and promoting investments in low-
carbon technologies and support the transition to a 
decarbonized energy system.



15 Members: public and private sector
● ADREM INVEST

● BIOENERGY

● CEZ România

● Complexul Energetic Oltenia

● ELECTRICA

● ECRO

● E.ON România

● ENERGOBIT

MEMBERS - CRE

● EXIMPROD

● INSTITUTUL DE STUDII SI PROIECTARI ENERGETICE

● ROMGAZ

● TRACTEBEL ENGENEERING – GDF SUEZ

● TRANSELECTRICA

● TRANSGAZ

● ŢUCA ZBARCEA & ASSOCIATES



Romanian Energy Center - CRE

Events in Romania and Brussels

Position papers to Romanian and 

European policy consultations 

Coordinator of the Center for Dialogue 

and Cooperation 16+1 – China CEEC
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ROMANIA ENERGY DAY 2016
“Regional and European Values for Sustainable Energy in Central and Eastern Europe”

5th Romanian ENERGY DAY, Bruxelles

• OBJECTIVE – To Inform the representatives of EU institutions in Bruxelles and to contribute to EU

decision making process regarding energy priorities, projects and programs in Central and South-

East Europe and in Romania;

– To Facilitate investments in energy infrastructure, to support Energy Market Integration and to

increase energy security in the Region;

– To proactively contribute to the development of HV electricity, oil and gas corridors and to

increase interconnection capacity in the Region;

• Media coverage – Euractiv, Calea Europeana, Radio România Actualităţi, TVR, Mondonews.ro,

Energynomics.ro, Libertatea.ro, Digi24, www.stiripesurse.ro
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CYBER SECURITY OF SMART GRID 
Securing Critical Energy Infrastructures 



USUAL DAILY NEWS ON INT’L  MEDIA



EXAMPLES OF CRITICAL INFRASTRUCTURE
TARGETED BY CYBER TERRORISM

• Electricity, Gas & Oil Grids 

• Finance & Banking

• Passengers Transportation

• Human health

• Agricultural health

• ICT Systems & Infrastructure

• Cities & Major Civil Works



ROMANIAN CRITICAL INFRASTRUCTURES



CYBERTERRORIST THREATS TO POWER GRID

� Threats to critical infrastructure

� Threats to Networked Control Systems

� Direct – Action Threats to Power Grid

� Threats to Trustworthy Cyber-Infrastructure for 
Power (TCIP)



• Several experts � DSOs, and maybe also TSOs, should 
conduct mandatory risk assessments

• Critical assets and processes � to be identified

• The most critical threats (e.g. intentional threats) � to 
be identified

• Define a Plan to address them

• Mandatory risk assessments should be based on a 
selected methodology

RISK ASSESSMENTS





• A cyber security incident can impact any domain along the value chain

• Stakeholders will have to be involved depending on the type of incident

• From electricity generators to consumers, and 

• At all levels, from infrastructures to services and operations

• Pay attention to value-chain interdependencies, as for example among DSOs, 

with TSOs, retailers, etc. 

• Impact on other critical infrastructures at the national and European levels. 

CYBER SECURITY INCIDENTS



• TSOs and DSOs are in charge of incident detection 

• TSOs and DSOs need to perform monitoring actions to detect possible 

incidents affecting the European power grid as a whole and also in each MS. 

• In European-wide incidents � TSOs should be the organisations in charge of 

monitoring and triggering alarms. 

• Experts mentioned the IRRIS FP7 IP Project as a reference for the creation of 

an alarming system for grid operators. 

INCIDENT DETECTION 



• Security monitoring sensors � distributed across the grid & gathering data that 

could be processed in a decentralised or centralised manner;

• A Central Monitoring Centre for data collection and analysis could adopt the 

structure of a Security Operations Centre (SOC); � Regional Cooperation Centers

• Signature-based software will be needed in sensors

• Correlation & intelligence capabilities can be distributed across the grid or 

included in the SOC; 

• Intelligence � able to distinguish if the root cause of an incident is a cyber 

security event or any other event; 

• Monitoring Centres could also perform research activities (i.e. write new 

signatures, study new threats, etc.). 

Technical aspects of cyber security Incident detection 



• A cyber security incident can impact any domain along the value chain

• TSOs and DSOs � experience with incidents of different type (e.g. blowing of 

transformers due to an overload). 

• There are structures and mechanisms in place, at the organisational and 

coordination level and also at the technical level that should be considered 

(e.g. for TSOs Cooperation: CORESO – Brussels + TSC – Munich)

• TSOs and DSOs � experience in restoring the power service

MANAGING INCIDENTS



https://cybermap.kaspersky.com/

CYBERTHREAT REAL-TIME MAP



SUCCESS - Securing Critical Energy 

Infrastructures 



Wide scale demonstration of 

Integrated Solutions and 

business models for 

European smart GRID

SUCCESS - Securing 

Critical Energy 

Infrastructures 

Renewables in a 

Stable Electric Grid

CURRENT INVOLVMENT OF CRE IN EU PROJECTS

RE-SERVE, SUCCESS, WiseGRID



• SUCCESS - Securing Critical Energy Infrastructures 

• Work programme objective addressed: H2020-DRS-2015

• Topic addressed: DRS-12-2015

• Topic (1): Critical Infrastructure “smart grid” protection and resilience 
under “smart meters” threats 

• Research and Innovation Action (RIA) 



• WP3 � Securing Smart Devices 

• WP4 � Securing Smart Infrastructure

• Task 4.3 - Pan-European Security Monitoring Centre 

• WP5 � Demonstrations, field trials and evaluations of 
Solutions for Secure Solutions for Smart Metering

• Task 5.2: Romanian Trial (Leader: ELECTRIC, Participant: CRE) 

• TOTAL: 28 pm

The Role of the Romanian Energy Center - CRE 

in SUCCESS Project



The Role of ELECTRICA in SUCCESS Project

ELECTRICA demo site
Site: 5-10 metering points in an MV network with massive renewables production (PV, maybe also 

wind) DSO network with temporary power injection from MV back in HV network

Testing: Real-time monitoring using 5-10 NORMs

Assessment of low cost PMU part of NORM

PUF related  tests



• The European Commission (EC) and the Member States’ (MS) competent 
authorities should undertake initiatives to improve the regulatory and policy 
framework on smart grid cyber security at national and EU level

• Public-Private Partnership (PPP) could be created to coordinate smart grid cyber 
security initiatives

• Foster awareness raising, training, dissemination and knowledge sharing 
initiatives

• Develop a minimum set of security measures based on existing standards and 
guidelines

• Further study and refine strategies to coordinate measures countering large 
scale pan-European cyber incidents affecting power grids. 

• CAPACITY BUILDING AT INSTITUTIONAL LEVEL!

POSSIBLE SOLUTIONS AND RECOMMENDATIONS

Source: Smart Grid Security - ENISA
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