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Safeguarding a new secure energy world

22.09.16 Dr. Fiona Williams, Terni Innovation Event Slide No. 2 © success 2016 All rights reserved.



® O/s%\c\c\e\sls G

The success project will develop a comprehensive approach to threat and
countermeasure analysis for Smart Energy networks with special focus on the
vulnerabilities introduced by Smart Meters.

The project will design, develop and validate a novel holistic adaptable

security framework in small scale field trials . When next generation real
time scalable unbundled smart meters are deployed in smart electricity grid, the
risks of potential cyber threats and attacks will be significantly reduced.
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» success will achieve this objective by encapsulating the key challenges of
Security, Resilience, Survivability  and Privacy in 3 use cases which will
demonstrate the success concepts
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The success summary
CHALLENGES SUCCESS EVALUATION AND
OF SMART \ APPROACH TO TRIALS OF THE B_E:)?;_g;ﬁggzs
GRID / SECURING // SUCCESS AND IMPACT!
PROTECTION ENERGY A PLATFORM :

Scalable Security,

Solutions field
trials with 3 DSOs
Hackathon to

The Next Gen.
Open Real-time
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Decentralisation Resilience & . meter (NORM)
e challenge security SR
of energy systems Survivability . ) Contribution to
. : . Validation with

Increasing e- Securing devices & standards

. L. prosumers :
vehicle use communications e Better services for

. Building on
Dispatchable Pan-European FIWARE ener prosumers
Distributed Attack detection iy &y DSO uptake of our
: trial infrastructure = .
Energy Resources Ethical Data security solutions
2016 2017 2018 (End of project) 2018+
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Pan-European
SUCCESS Security
Monitoring System

e
Open Meter platform for
integrating digital capabilities
in older electronic meters

SUCCESS Real time E -
@ securable open meter

@ Older electronic meter
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wireless access generations

The foundation of Mobile telephony  The foundation of The future of
mobile telephony for everyone mobile broadband mobile broadband

1980 1990 2000 2010

Providing voice to close to 7 Billion and
Mobile Broadboand to more than 2 Billion subscribers
Increasing data rates from 10 kbps to 1 Gbps
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Connecting Everything
[ ROBOTS] [: Devices ]




PACE OF CHANGE

50 billion connected
things, _ :
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Billions

1 billion connected
places

PLACES
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wireless access generations

The foundation of Mobile telephony The foundation of The future of The Networked
mobile telephony for everyone mobile broadband mobile broadband  Society

1980 1990 2000 2010 2020

Providing a wireless connectivity platform
for the services of the Networked Society



Building 5g

One Network —
Multipte Industries

Platform for 50 Billion
Possibility to address
new verticals

Industry, Journey

Business-Models
Eco-system
Global standards and
communities (ITU, 3GPP, ...)

»

Technology Evolution

Higher frequencies
Wider bandwiths
AdvancedAntennas
LTE Evolution part of 5G




new use casecs,

new requirements

IMT for 2020
and beyond

IMT-2000 &
IMT-Advanced
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User
Data Rate [Gbps]
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Traffic capacity

Network

density
[sites/km?]

- >
Available spectrum
[MHz]

<

Traffic capacity
[Mbps/km?]

~ Spectrum
efficiency
[Mbps/MHz/site]
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* Denser networks
* More spectrum

 Enhanced technology
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Data rates

(36 D 2 Mbps

CHSPA D14 Mbps

\

@ 00 Mbps
2V

1 Gbps
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More than 10 Gbps in specific scenarios

Several 100 Mbps generally available
In urban/suburban scenarios

Multi-Mbps connectivity essentially everywhere

High data rates everywhere



5G Radio echnology Areas




The Journey to 5G has started

>1 Gbps peak rate
> App Coverage
> Small cells / indoor
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> Enhancements for
MTC

> License Assisted
Access

> Multli-Antenna

Full IMT-2020
compliance
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Current 5G timeplan
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Requirements Concept Specifications
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A GLOBAL INITIATIVE
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METIS 5G PPP (incl. METIS Il) pG PPP phase 2 (incl. demol
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WWW.SUCCESS -energy.eu

22.09.16 Dr. Fiona Williams, Terni Innovation Event Slide No. 19 © success 2016 All rights reserved.



* K & This project has received funding
: ‘; from the European Union’s Horizon 2020
o & research and innovation programme

*ope K under grant agreement No 700416.

ucces/s

securing critical
energy infrastructures



-:.// =0
e r/sﬁllc]cle]s\s o e

5¢ WIRELESS ACCESS
Evolution of existing technology + New radio-access technology
/S Overall 5G solution~-"""""""""""- \
- [LTE evolution | neworin [ X ] |
| Backwards compatible . . !

Below 6 GHz Above 6 GHz
Potential new spectrum below 6 GHz



5G network evolution to meet expectations

User/industry applications

Devices

6, Management & Orchestration

A

Network applications

Radio

- o A Cloud Infrastructure
Sustainability ccess

IP Infrastructure

Scope for 5G
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> LTE as part of 5G overall radio solution

5G technology

LTE NX

Dual- (R | == N components
COnneCtiViiif\ e E LTE deployment [ Massive MIMO ]
bﬁ -\EHT compatlble\ [ M2M range ext ]
v Applicable to all [Multi-laye-r/multi-site]
User-plane bands :
aggreygdion . [ self-backhaul |

v E
Primarily for (but M [Latency reductlons]
not limited to) “new” [ Ultra lean design ]

bands (from

/((IEI)‘) \ﬂ

D [ Very high BW ]
N Timing decided <1 GHz to >100 GHz)
V/ by operator
G = - Non LTE-deployment
compatible
[
e ———— - | ! -
1GHz  ~ T T 36Hz ~ 10 GHz 30 GHz 100 GHz

LTE deployments ~2020



